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People's experience on the Internet is shaped by artificial intelligence (AI). Search engines customize results
based on geographical location, entertainment sites recommend books based on presumed preferences,
and ads on social media are tailored to users' inferred personalities. Intelligent customization assists with our
daily chores, but AI also opens the door to manipulation and subterfuge: Micro-targeted political messages
can exploit people's personal vulnerabilities without their knowledge and the opportunity for rebuttal. There
is much concern that microtargeting affected the Brexit referendum and the U.S. election in 2016. How do
we harness AI's power for the public good while protecting the public from manipulation? The cognitive,
ethical, and legal implications of AI-assisted information architectures (AIAIA) are poorly understood, and
scholarly opinions range from fears about the demise of democracies to assurances that online political
fractionation is harmless. The key idea is to "reverse-engineer" manipulative customization to provide users
with the cognitive and technological tools - an approach we call technocognition - to resist manipulation
while remaining open to useful customization. The planning grant allows us to pursue 4 steps to guide
future research: (1) A conceptual scoping of ethical issues of AIAIA. (2) An assessment of the public's
knowledge of, and attitudes towards AIAIA. (3) Cognitive and technological scoping research to establish the
technocognition approach's feasibility. (4) Consolidation of the team during preparation of the full application.
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https://www.nature.com/articles/s41562-020-0889-7
https://journals.sagepub.com/doi/full/10.1177/1529100620946707
https://pure.mpg.de/rest/items/item_3188061/component/file_3195148/content

